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MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

SUBJECT: (U/4=0&0¥ Required Actions for the CY 2008 Intelligence Oversight Report to
Congress — INFORMATION MEMORANDUM

(U/AOE0T In accordance with your memorandum of 4 December 2008, the enclosed
consolidation of the National Security Agency’s Quarterly Reports to the President’s Intelligence
Oversight Board for calendar year 2008 is provided to assist the Secretary of Defense in
preparation of his Annual Report to Congress.

Inspector General
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Annual Report
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1. (U/FFOU0OTIntelligence, counterintelligence, and intelligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

5 SHREETOUSATATSTEANTGBRINZE) Unintentional collection against United
States persons. | linstances in which Signals Intelligence
(SIGINT) dndlysts inadvertently collected communications to, from, or about United States
(U.8.) persons while pursuing foreign intelligence tasking were reported in 2008. Unless

otherwise noted, all intercepts and reports have been deleted or destroyed as required by United
~“States SIGINT Directive (USSID) SP0018.

---;f'(b)(1)
ib}(l‘a (U) Unauthorized Targeting (b)(3)-P.L. 86-36

(B) (3y=B. L “B6=36_ (b)(3) -50 USC 3024(i)
-(SES#S-B%«H—} A National Security AgencnyLntral bccunty Service (NSA/CSS) dnalyst tasked
the telephone numbers associated with a U.S | .
I:E|W1thout verifying that consent for collection had been given by the| Iand
approved by the Director of NSA. The selectors, on coveragcl |

were detasked. [ Jintercepts were purged from data repositories on
when the mistake was found during a target review.

TS/REC TOUSATTVETYY A software problem resulted in collection on al ]

|beg1nnmg | The software, | |
was turned off | | when the violation was rccogmzcd It
was rctumed to service| |after the problem was diagnosed, correctt,d and tested.
(b)(1) : Ail related collection was purged from the database and related dndlySlS tooi (L

(b) (3)-P.L. B86-36

(b)(3)PL 86 36 (b) (3)-50 USC 3024 (i)

AV II T |were inadvertently
targeted dunnf,l U nknown to the system testers, the
selectors were owned by a U.S] | The analysts removed the

from the query and checked the remaining selectors to avoid future testing mistakes on
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TFOP-SECRETACOMNTANOTORN ib) (1)
i(k)(3)-P.L. 86-36
in id rr |J~( 3024 (1)
f 3 1 USC _-"?8
(Bt
(b) (3)-P.L."86-36._
— (S| |prior to approved consensual collection, an NSA analyst
queried on a U.S. telephone number retroactively | The analyst
did not understand he could not search for data prior to the consensual collection authorization
date. The query and results were deleted the same day. e ISR E R
PR [ I Il’ I I ‘il P.L. B6-36
SR | Jan NSA/CSS | Imalyst targeted a foreign person in

the United ‘%tatcs wuho ut AG duth(m?ation She learned that a perstm tied to the|

| Thmkmf:, only of th‘é"urgén(,y"and"hot'"fhe target's location, the EE:%:_EL eoae

analyst queried an NSA database for information without seeking authorization to target the (o) (3)-18 vsc 798
individual. No results were returned. The incident was found by the analyst's auditor, and the
analyst was counseled and received remedial training.

SASUMNE-An oversight resulted in the continued targeting of a U.S. person after his consent
to monitoring expired. |

[ | Although the consent. cxp;rch
NSA/CSS analysts did not remove the selector from collectionuntil| - mbﬁh,’ were .. ..
[ Jresulting intercepts were purged from NSA databases. (5) (3)-15 Usc 7
<TSHSHAH) An NSA/CSS analyst tasked collection on a U.S. person before receiving AG
authorization onf | The analyst wrongly believed that authorization had been _
received. The unauthorized action resuited in the intercept of] S
.------"betweenl | All collected data was purged when the violation was (v (3)-18 UsC 798
. -discovered| fand no reports were issued on the data.
b} (2
i Ilhel |-used'tl”1’é US‘(H i:’l'ij:—l’. L. 86-36

SIGINT System to locate a| |bdawcd to be kldndppedl | The selectorsiwere-19 vsc 798
tasked before authorization was obtained from NSA. After the NSA OGC denied the '°/ 7770 V8¢ s0zatt)
authorization request, the[_____]was found. He had not been kidnapped. The responsible
analysts have received additional intelligence oversight training.

«F5HA5HANT) An NSA analyst incorrectly tasked a U.S. telephone number for collection on

[ ] He assumed that the selector was foreign because]
foreign intelligence target. This mistake was found during a review of tasked selectors on

| | The selector was detasked the same day. The analyst was paired with a senior
analyst for additional training. No collection resulted from this violation.

~CFSHSHANT) A selector for an AG-authorized target remained on collection for nine days after
the AG authorization expired on| | The selector was detasked on| I
o "[1_'-] (1)
—FOP-SECRETHCOMMNT/ANOFORN TR e
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“Fb) (1)
/ (b)(3)-P.L. 86-36
No collection occurred as a result of the process violation. A review-of all tdr‘gctcd selecto:s
related to the target confirmed they had been termmdtcd on-or before] |
£Fsushipr o vcspyesn Op[ | 0’céasi0ns between | |
analysts incorrectly entered their own information into
an NSA database for SIGINT collection and analysis. Believing that the data field required
information on the analyst who tasked the selectors, the analysts entered their| |
....... | When the mistake was identified on] | .
(10 1 [the data was removed, and the analysts réceived additional tasking trdzmng
(b)(3)-P.L. 86-36 (h’uﬂ _
, SA—F | 86-36
k USC 3024(i)
USC 798
{(TSUSTHREL-TFOHSAFVEH |an NSA analyst mistakenly
targeted | — Ibelongingtoa] [instead of the lassociated
with a foreign target.- The violation was corrected by the analyst on| fothe
- associated collection was purged from the NSA database. (b)(3)-P.L.86-36
e (b)(3)-50 USC 3024())

3)-18 USC 798
| selectors were detasked and collection was destroyn,g)( %u:n

| ""\ISA suspecled that a forclg:,n target might be a U.S. person._An analyst misunderstood the
- direction to treat the targét as a U.S. person until the target's nd retasked the

“selectors|__— | The selectors were again detasked and intercept purged from
NSA databases when thc violation was identifi ed|

—Wml |an NSA analyst improperly searched for
information on eight NSA analysts to acquire translation metrics for their performance
appraisals. | - |the violation was found by a database auditor, who provided
additional training to the analyst. The queries returned results, which were purged from (0)(1)
the NSA database | (b)@3)-P L. 86-36

(U) U.S. Person Status

,'l P.L. B&6-36

reported as auth0r1z<,d by USSID SP0018. 'I he Icmammg cmlecilon was dclctc_d from the
database for audio. |pre release transcripts. Additionally, on Eloccasions, targets
fhe | United States. Another legitimate foreign target |

|1n the United States. In all instances, the u)llect}on_ was terminated.

_(Ls#58 On[_Joccasions, iargeted] - Iwere used by persons

TOP-SECRET/COMIRTANOFORN- by (1)

3 (b)(3)-P.L. 86-36

56-36
3024 (1)























































